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System Specifications for Genidocs:

Operating Environment Supports Windows 2000 server environment,
Outlook 2000 and Microsoft Exchange
versions 5.5 and 2000

ODBC Compatible Supports any ODBC compliant database

System Administration Uses Windows 2000 Microsoft Management
Console (MMC)

Requirements 400 MHz processor or higher CPU; 256 MB of

RAM; 6 GIG Hard Drive with minimum of 1
GIG free; Windows 2000 server or Advanced
Server (up to and including sp1)

System Specifications for Genifax:

Operating Environment Supports Windows 2000 server environment,
Outlook 2000 and Microsoft Exchange
versions 5.5 and 2000

ODBC Compatible Supports any ODBC compliant database

System Administration Uses Windows 2000 Microsoft Management
Console (MMC)

Modems Brooktrout PCI boards

Printers Any network-connected printer

Requirements 400 MHz processor or higher CPU; 256 MB of

RAM; 10 GIG Hard Drive with minimum of 1
GIG free; Windows 2000 server or Advanced
Server (up to and including SP1)
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Secure messaging solutions
o | for health care
’

Omtool’s Intelligent Messaging Solutions
enable organizations to deliver confidential

documents electronically in accordance

with HIPAA regulations. . )

omtool




Is paper overwhelming your support staff?

Concerned that HIPAA will prevent you from
using fax or e-mail for patient information?

Health care organizations process hundreds of documents daily in the
course of providing patient care, collecting reimbursements, and
responding to requests for health care information. Many of these
documents contain protected patient information and must be properly
secured when processed electronically. Any number of these documents
also involve further communications to collect information, record a
signature, or document different types of notification or receipt.

To speed up the processing of health care documents, organizations now
use fax and e-mail. It's fast, convenient and cost-effective. Efficiency of
document processing is especially important to handle the volumes of
documents and forms generated by the increasing patient loads that have
impacted the entire industry. The ability to track document status, record
document delivery, and follow-up on document replies is an essential part
of health care administration. Now more than ever — efficient, secure and

reliable document delivery is the heart beat of health care communications.

"To comply with HIPAA, health care entities must implement administrative, physical and technical
safeguards to verify the identity and authority of persons requesting patient information."
K. Bartholomew. Opportunity Knocks, HIPAA will Force a Reassessment of Health Care Technology.

“Compliance is most easily satisfied through a technology solution, allowing easy and quick access
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Input:
Start with a digital file or
hardcopy. Use the e-mail Send

Form to send confidential patient

information stored electronically.
Or use a network-connected
scan device such as an HP
digital sender to securely send

paper documents electronically.

The Genidocs system accepts
the electronic file for processing
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Processing:

Genidocs converts the message
to either a pdf or zip format,
adds encrypftion, validates the
recipient's identity and sends the
secured message to the
recipient.
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Output/Reply:

The encrypted Genidocs
message is delivered fo the
recipient's inbox. Recipient
identity must be validated before
the password that allows access
and viewing of the secure
message is provided. In this way,
Genidocs ensures document
delivery only to the authorized
recipient,

through the system.
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to patient records while maintaining security..."
K. Bartholomew, Loose Lips Sink Ships, Self-Insured Employers and the Privacy of Employee Health
Information under HIPAA.

HIPAA makes Privacy and Security the Law

Manage Risk, Improve Efficiency, and Secure Patient and Provider Trust - B Genifax

Exchange Mail
Inbound Server
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Health care organizations depend upon timely and accurate information. As | i -

organizations move to online methods for document exchange, most realize the
necessity to protect patient information without compromising its availability to
health care personnel who need it. It's a difficult challenge to balance the need for
accessibility with security.

Even more so with the release of HIPAA regulations, health care organizations must
act to put sufficient safeguards in place. Communicating with patients, providers,
business associates, or other health care organizations over the Internet without

appropriate protections will be considered non-compliant, subjecting the
organization to unnecessary financial risks and reduced patient trust.

Input: Processing: Delivery:

The Genifax server decodes the
incoming fax and routes directly
1o the recipient’s desktop, a
network folder or to a database,
based on the fax number used
by the sender.

Inbound fax from any source; fax
machine or fax server from
hospitals, insurance companies,
HR departments, payor
companies, HMO's and other
care providers.

The fax message is delivered
is encapsulated as a TIF file
aftachment inside a standard
e-mail message.

To secure health care information delivered via fax or e-mail, organizations will need
to implement solutions to verify individual identify, confirm authorization, ensure
information integrity, track and record delivery, and implement electronic signatures
in order to continue reliance on electronic documents. And, health care documents

delivered via the Internet must also be encrypted.



S

Whether sending or receiving health care documents by fax,
Genifax provides great advantages:

Outbound Faxing. Genifax FaxSecure ensures that destination fax machines are
secure. When you click send, are you certain the destination fax machine is
protected? For the sender and recipient, it will become a matter of law that
hallway fax machines be secured to protect private information from accidental
disclosure. Genifax FaxSecure’s fax number registration feature provides
assurance to both parties that Genifax faxes are being delivered to a machine
guaranteed by the recipient to be secured from public viewing in accordance
with HIPAA requirements.

Inbound Faxing. Recipients receive a unique fax number, with all inbound fax
traffic automatically directed to individual e-mail boxes. This process eliminates
the need for fax machines, removing the possibility of an unmonitored machine
receiving confidential information, which would contradict the intent of HIPAA.

Tracking. The server monitors, tracks and stores transaction histories for inbound
and outbound fax activity, which allows for audits and transaction logs to be
maintained.

Notification. The sender can automatically receive notification via e-mail on the
status of the transaction.

Sending a Genifax

Genifax Key Features

Accepts both paper or electronic
document input

Converts inbound and outbound faxes for
delivery to recipient's e-mail account for
more efficient, secure handling

Tracks and logs document delivery status
and automatically providers sender with
delivery receipt

Secures documents for Internet delivery
and records recipient authentication for
compliance purposes

Eliminates the need for desktop fax
modems removing a known security risk
Archives transaction logs and document
delivery receipts for reference and
compliance purposes

With Genifax's print-to-mail option, a user can quickly and conveniently _Ii

send a fax directly from an application. Genifax Send Form lets you
select a fax-to address from your mail system contacts. You can send a
one-off or send as a fax and e-mail. Microsoft's Outlook 2000 lets the
user select FAX/SEND information from their contact list.

Broadcast Faxing. With Genifax's Filescan feature, a broadcast can be
set up for an existing database of addresses using data files generated by
almost any application.

Receiving a Genifax
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Genifax can be configured to deliver inbound faxes to the recipient's
individual e-mail inbox, avoiding security risks. Replacing fax delivery
with e-mail delivery further protects health information from the view of
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Omtool Intelligent Messaging Solutions

Organizations needing technology solutions that are practical,
cost effective and easily deployed are choosing Omtool's
intelligent messaging products — Genifax™ and Genidocs™ —
to secure and manage their electronic document delivery
transactions.

Omtool, a leader in enterprise messaging solutions, offers a
new series of client-server products that automate and
integrate communications throughout the organization,
providing users with an extensive, flexible feature set for
transmitting and receiving protected or confidential health
care documents.

These new message products add authentication, encryption,
signature, and message tracking features essential to making
electronic document delivery transactions "HIPAA-compliant".
A great advantage of Omtool products is that no additional
desktop software to purchase or download is required in order
to receive the authenticated, encrypted documents.

Omtool products are standards-based and implemented with
an open system architecture providing health care
organizations with flexibility to address their electronic
document delivery requirements, drive down delivery costs,
and co-exist with in-place communications infrastructure.
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_e electronic document delivery

Omtool's Genidocs is a member of the Omtool family of
Intelligent Messaging Solutions for the Windows 2000
environment. Genidocs leverages Internet communication and
security standards to provide seamless integration with existing
enterprise e-mail systems for securing and managing e-mail
based document delivery.

It authenticates and validates the recipient's identity, encrypts
and passcode-protects the e-mail message and attached

documents, and digitally signs messages for integrity and
sender authentication. Genidocs offers a number of message
tracking, document reply, delivery notification and receipt

options.

Genidocs Key Features

e Encrypts e-mail and attached documents, also
enables the sender to digitally sign the secure

attachment

e Enables the recipient to send a confidential,

e-signed reply with attachments

unauthorized parties. :: :’;"L ?n“; B:“H";: VAT e AT e Provides certified delivery time stamps, and an

Tracking. Genifax can be configured to store both inbound and wi cm AR ruEEWE®E.] audit trail that provides non-repudiable proof

outbound faxes in an archive file. Transaction logs can be maintained *:*::| iF:::ul-‘m.e;m;; 9 of the entire transaction

for proof of delivery purposes i || H__!) e Requires NO proprietary software on the desktop
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Installing Genifax ensures that the digital information you send or

receive can be safeguarded against unauthorized access. It also means 2 ) ) ' ' )

you can promptly respond to requests for information and send it | wmsees Genldocs is a flexible, Cost—effe'ctlve'solutlon for

quickly and safely, abiding by HIPAA standards. In addition, devices like flfc%ﬁfn;l;arteg‘: r;t;‘c;fc‘fvireso;ef;ic‘lzrzgz/vl;:ael_tgqacie;'re

an HP digital sender can route hardcopy documents into a Genifax |

system for direct routing to the intended recipient.



Sending a Genidocs Message Password Protected Encryption

Users create and send confidential documents as e-mail using For organization's with mixed recipient types, Genidocs first
attempts to locate the recipient's certificate, but if unsuccessful
uses a password-protected encryption method based
on either 128 bit PDF or ZIP 2.0. Genidocs can be
configured to always use password protected

encryption if the organization prefers. Thus, Genidocs

the Genidocs e-mail form. The message and documents are

automatically encrypted,
password-protected, and sent

to the recipient's inbox. This
ensures that users comply with
the HIPAA regulation for
encrypting Internet

ensures that all e-mail messages are encrypted
regardless of recipient’s PKI status.

transactions. ) ) ) )
Transaction Tracking and Time Stamping

Multi-level Encryption. A transaction log recording the trail from sender

Genidocs supports multiple
encryption schemes - Zip 2.0,
128bit PDF and S/MIME.
Organizations can choose the

desktop to delivery is generated for every confidential
document sent with Genidocs. It provides proof of
delivery to the intended, authorized recipient. A third
party authority can also time stamp the transaction log
for non-repudiable proof that can be
used for transaction verification in

encryption  method  most
appropriate for their security
requirements. Having choices court.
for encryption means
Acceptance Terms

organizations can continue to ;
~ With Genidocs, the sender can specify

communicate with any e-mail
user regardless of their - conditions of delivery that the
individual security situation. recipient must review prior to
- accessing the document. The recipient
can then continue or refuse delivery.
For example, a recipient may have to

confirm, before viewing patient

Public Key Infrastructure (PKI)
PKI, considered by security professionals
as the preferred, high-level encryption
information, that HIPAA-compliant
procedures are in place within the organization to insure
patient privacy.

method for the Internet, depends upon
senders and recipients having digital certificates. Genidocs
supports S/MIME encryption and signature. It stores recipient
certificates in an internal repository and automatically retrieves
the certificate as part of its e-mail processing activities.
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Receiving a Genidocs Message

The encrypted documents are delivered to the
recipient's e-mail inbox. Before a document can be
read, recipients must authenticate themselves to the
sender's Genidocs server in order to retrieve the
decryption key. Genidocs displays simple prompts to
guide the recipient through this process. All messages
are delivered directly to the recipient's inbox, avoiding
the privacy and security problems associated with a
general purpose company message store or third party
web repository. No proprietary software is required to
access the document other than a standard ZIP or PDF
viewer, or the recipient's private encryption key.*

*Note: The sender may use the recipient's public key to
encrypt the entire Genidocs message.

Recipient Validation.

Recipient validation is a critical feature for health care
document delivery, and though speed and security are
important, there must be a means to ensure that only
the authorized individual receives the message and
documents. Genidocs requires the use of a unique
username/password combination in order to access the
document, providing further proof and assurance of
validated and secure document delivery.

Where to Begin?
Paper or Electronic Documents ...

Omtool partners with office equipment leaders to
integrate digital document conversion with Genidocs
secure message capabilities for complete, end-to-end
electronic document delivery. This is ideal for the health
care environment where documents, forms, and
records will continue to be
maintained on i
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paper. With a

network-connected 5
device like an HP vy -
digital sender, users ;
can scan, encrypt,
and securely send
hard copy documents
over the Internet
with assurance that
they will be directed to

and viewed only by the
intended recipient.

organization

Omtool's Genifax is a messaging application that integrates with an organization's
communications infrastructure to provide security and tracking consistent with the
extra care demanded when managing confidential patient information. HIPAA will
eventually require it as well. Genifax is an economical messaging-based solution
with a range of functionality designed to address the needs of the health care

Alternatively, Genidocs provides a feature called Certificate [ s (oclalE rulE ==
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Genidoc's certificate finder feature is used to access external _L: Hlopoictls
certificate directories and repositories to search out recipient's Confimed e-Mal
certificate based on their e-mail address. Once found, the i
certificate is imported and registered with the Genidocs server.
Using and managing key-based security now becomes a whole
lot easier.
H

The Genidocs Send Form provides the user with an easy-to-use,
familiar interface for sending a confirmed, secure e-mail with
attachments.

Genifax is an infrastructure level application that can service all of an organization’s
fax needs — whether the documents originate as application files, hardcopy-based
patient records, or test results generated, stored and managed by a specialized
mainframe application. The system requires no additional user training and provides
the system administrator with familiar tools for monitoring and configuring Genifax.



